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PaboTaowmn
Cnocob 3aWnTNTL
OT MOLEeHHUKOB
NEeHbrn
Ha KapTe




C 1 okTabpa 2022 ropa

Bbl MOXXeTe OrpaHNuYnUBaTh
onepauun

B OHNIaNH-0aHKe

MOLLEHHUKN HE CMOryT
odbopMUTb Ha BaC KpeauT
U NOXUTUTb BCE OAEHbIU
C BaLlewn KapThbl, gaxe
eC/in Nony4yarT K Heu

AOCTYM.



KaKue yaiyru MoXXHo
OrpaHNYnTL?

3anpeTuTb OHTAUH-KpeauThbl ’

OrpaHn4nTb MakKCUMarbHYIO
CYMMY OQHOW OH/TaUH-
onepauuun — Hanpumep,
He 6onbue 10 Thicay
pyonen

YCTaHOBUTb NIUMUT TpAaT

Ha CYTKW, Hegenw, Mmecal
nnun nrobon gpyron nepuoa
BPEMEHN

OTKa3aTbCH OT BCEeX BUOOB
O0aHKOBCKUX OHNaUH-yCnyr




3anper Ha
OHNTAUH-KpeauThbl

[1pn ycTaHOBNEHHOM 3anperTe
MOLLeHHMKaM He yaacTtcs
obOpPMUTb OHNAUH-KpeauT
Ha BaLle UMSA U OCTaBUTb
BacC C gonramm.

Ecnn Bbl caMun 3axoTuTte
B3ATb OHNAWH-KpeauT,

TO CMOXEeTe OTMEHUTDb
3anpeT B ntoboe BpeMs.
[Mocne nony4yeHua Kpegura
MOXXHO OyaeT NnoaKNIIUYNUTb
3anpeT CHOBaA.




JInMUT Tpat -
ONa OAHOWU onepauunu
WNN Ha BpeMmd

JINMUT AeHEeXHbIX TPAT — cnocob MVWHUMUN3NPOBATD
BO3MOXHbIi€ NoTepun, eC/in Kapta Ui ee ldHHble
nonaayt K MOWeHHUKaM. OHU He CMOryT yBeCTH

CO cyeTa 60onblLue TOU CYMMBbI, KOTOPYIO

Bbl YCTAHOBUTE.

Y3HauTe, Kakue Tunbl
JIMMUTOB €CTb B BalleMm
0aHkKe, n Bblbepure
nogxoadawmm anga cebdqa —
CYTOYHbINA, MECAYHbIN,
ANA MHTEPHEeT-NOKYNOK

n ap.




RaK YCTaHOBUTH
TaKue orpaHnyeHns’?

HekoTtopble 6aHKU NO3BONAIOT
HACTPOUTb CaMOOIrpPaHNYEeHUS
NPAMO B OH/TAUH-NPUNOXEHUN,

aApyrue — To/1IbKO No NMCbMEeHHOMY #

3aAB/1eHUIO B opuUce. o '
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YTOUYHUTE, KaK 3TO MOXHO
( ,'s

coenaTtb B BaweMm 6aHkKe.

OTMEeHUTb 3anpeT Uin USMEHUTDb
ero napameTpbl MOXHO B noboe
BpemMa 6e3 orpaHu4YeHumn.
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He TepauTe
bautTenbHOCTL!

[a>ke npu yCTaHOB/IEHHbIX OrPaHNYeHUaAxX oyabTe

OCTOPOXHbI N AepPXHNTe B CeKpeTe Badlln JIN4HbIEe
U NNatTe>XXHble JdHHbIEe.




YKPAJIU AEHDBbI'A?

@ 3AB/IOKUPOBATb @ HAMUCATD

© OBPATUTDBCH

KAPTY 3AABNNEHUE O HECOITTACUU . B nonuuuio

C ONEPALMEMN

b

» N0 HoMepy TenedoHa 6aHkKa ~ 3asBneHue AOMKHO ~ Yem 6onblue niopei

Ha 6aHKOBCKOW KapTe ObITb HAaNMUCaHo: . nopapnyT 3aABNeHUs,

WInN H UUMaNbHOM CanT ' i

N Ha ocmumanbHOM cauTe .+ B TeYeHMe CyTOK nocre ~ TeM Bbilue BePOATHOCTb,

 yepes MoOGUbHOE NMpunoxeHue COO6LLEHUS O CNUCaHUU  YTO NPEecCTYrNHMKOB
» Yepes NMUYHbIN KaBUHeT PRl Wiy

Ha ohuunanbHOM caiTe 6aHKa < HA MecTe B OTAENeHUH

| 6aHKa

« B oTAeneHunmn 6aHka

KAK OBE3ONACUTb OEHbI'UK HA CHETAX?

HUKOMY HE COOBLUAMTE:

« CPOK OEeNCTBUA KapTbl U TPEX3HAYHbIN KO/,
Ha ee o6opoTHOM cTopoHe (CVV/CVC)

« MAPO/IN N KOObl U3 YBEAOMTEHUN
« TOFMH N Maposib OT OHNaH-6aHKa

HE NYBJIUKYWUTE
MepCcoHasibHble AaHHbIE B OTKPbLITOM OCTyne

YCTAHOBUTE
aHTUBUPYCbI Ha BCE YCTPOMNCTBA

NMoapo6Hee o npaBunax 6esonacHoOCTU
yuTamTe Ha fincult.info

KOOLOBOE CJ/10BO

Ha3blBanTe TOJ1IbKO COTPYAHUKY 0aHkKa,
KOoraa CaMum 3aBOHUTE HA NOPAYHYIO
JTMHUIO

BaHK He KOMMNeHcUupyer
noTepu, ecaiv Bbl HAPYLUWUIN

npaBuia 6e3onacHoro
MCno/1b3oBaHUA KapThbl

duHaHcoBad
Ky/ibTypa



OCTOPOXXHO:

TEJIE®POHHbIE MOLLEHHUKI!

HA BAC
BbIXOOAT CAMU

AdepuUcTtbl MOryT
NnpeacTaBUTbCS CIy>XKboun
6e3onacHoCcTU 6aHka,
Ha/I0oroBowu,

NpPOKypaTypowu

JTto601 HeoXXnaaHHbIA
3BOHOK, CMC vnu nucbmo —
NnoBO4 HACTOPOXUTbCS

PALOYIOT BHESAMNHOWU
BbIFOAOWU UM MYTAIOT

CunbHble aMouunn
NPUTYNNKAIOT
6auTenbHOCTb

3BOHAT
U3 baHka, nonnunm

WU Opyron opraHmsaumm?

~ YBEOWUTECD,

YTO 3TO HE MOLIEHHUKM!

S NMPU3HAKOB OBMAHA

HA BAC JABAT

AdepucTbl Bcerpa
TOPOMAT, YTOObI

y Bac He 6bI1510
BpeMeHU Bce obayMaThb

F’OBOPAT O AEHbLIAX

[NMpegnaratoT cnacTu
cbepexeHusi, NoNy4YnTb
KOMMEeHCaLUMUIO UN BIIOXUTbLCS
B UHBECTULIMOHHDbIM NMPOEKT

NMPOCAT COOBLUIANTD
OAHHDIE

310yMbILWTIEHHMKOB
UHTEPECYIOT PEKBU3UTDI
KapTbl, NApOJsI1 U KOabl

U3 6aHKOBCKMX YBEAOM/IEHUMA

O HUKOIAA HUKOMY
BAXKHO! HE COOBLUAUTE:
CoTpyaHMKKY 6aHKOB U NONMUUN * kopgbl s CMC
HMUKOI' A He cnpalwmBaloT * Tpex3Hau4HbIX Ko Ha 060pOTHOMU

PEKBU3UTbI KapTbl, Naponu CTopoHe KapTbl (CVV/CVC)
n3 CMC, nepcoHarnbHble faHHble * PIN-kop

U He NPOCHAT CoBepLIaTb . naponVI/HOFMHbI K GaHKOBCKOMy
nepesoabl C Balel KapTbl NPUOXEHMIO U OHNTaNH-6aHKyY
e KOOOBOe C/NNoBO

 [1epCOHaJibHble AaHHbIEe

duHaHcoBas
KynbTypa

Kak sayuTutb cBOU PpUHAHCBI,
yuTamTe Ha fincult.info




KAK SALIMTUTDBCH
OT ®PULLUMNHTA

PUWMHr — BMA MOLWLEHHMYECTBA, Korga y YesioBeka KpagyT
nepcoHasibHble faHHbIe U AeHbru C NOMOLLbIO CaNnTOB-NOAAESOK.
YacTo MOWEeHHUKU AenaloT CaiTbl, KOTOpble KaK ABe Kaniu BoAbl
NOXO>KM Ha CalTbl peasibHbIX OpraHU3aumm

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CAUTE?

[10 cCbllkaM N3 MHTEPHETa UJIN N1EKTPOHHOU NoYTbl, CMC,
COOOLLUEHNI B COLICETAX UM MEeCCeHOKepax, pekamsl,
OObABNEHNN O JTIOTEPESX, pacnpogarkax, KoMneHcaumsx

OT rocygapcTBa

Xakepbl HaCTO B3/1aMbIBalOT HY>)KNEe aKKayHTbl,
4 (I)Hll.IVIHFOBaFI CCbl/iIKa MOXKeT l'IpMﬁTId AaXXe OT 3HAKOMDbIX

KAK PACIMO3HATDb
OULLMHIOBbIN CAUT?

Appec oTIMYaeTca OT HAaCTOSILWEro NMib Napov CMMBOJIOB
B appecHom cTpoke HeT https 1 3Hauka 3akpbITOro 3aMKa
On3ainH CKonNmMpoBaH HEKAYeCTBEHHO, B TEKCTaX €CTb OLWMOKMN

Y camTa Mano CTpaHuL, UNn gaxke ogHa — Ans BBoAa AaHHbIX
KapTbl

KAK YBEPEYbBCH OT ®ULLUNHTA?

YCTaHOBUTE aHTMBUPYC U PEryNapHO OOHOBNANTE ero
CoxpaHsaiMTe B 3aKnagkax agpeca HY>XHbIX CanTOB
He nepexoguTte No Nogo3puTesibHbIM CCblIKaM

Ucnonb3ynTe OTOENbHYIO KapTy A1 NOKYMNOK B MHTEPHETE,
KNaguTe Ha Hee HY>KHYIO CyMMY MpsiMO rnepen onsaTon
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OT OHNANH-MOLWEHHUKOB

YT00bI fO6paTbCA A0 BaWnX 6QHKOBCKUX CHETOB,
MOLLUEHHUKAM HY>XXHbl BalluX NepCcoHanbHbI€ AaHHble
N PEKBU3UTbI KapT

Kakune cxeMbl UCnosnb3yloT adepucTtbl?

OBELLAIOT 30J10TbIE N'OPbI

Onpocbl 3a BO3HarpaxaeHue, counanbHble BbinaaTtbl NN CBEPXNPUObLINbHbIE
MHBECTULMOHHbIE NPOEKThLIl. [apaHTnUa ObICTPOro odboraweHnsa — npm3aHak oomMaHa

SAMAHUBAIKOT HA PACINPOAAXMU

OrpoOMHbIEe CKMAKN N HU3KNE LIEHbl MOTYT OKa3aTbCH MOLUEHHNYECKON YTOBKOM

CNEKYTNPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBAdatoT cOop geHer Ha pa3paboTky BakLMH, 00eLlatoT BePHYTb
OEHbI'M 38 OTMEHEHHbIE PencChbl K NpeanaratoT NoyyYnTb rocyaapCTBEHHbIE
goTtaumum

MACKUPYIOTCH

Pa3birpbiBaloT po/b NMPOAaBLOB U NOKynaTtenen Ha nonyndapHbiX cantax oobaBneHum

Kak o6e3onacuTtb CBOU OeHbIMM

B UHTepHeTe?

YcTaHOBUTE aHTUBUPYC U PeErynapHO OOHOBMANTE ero

3aBeguTe oTAeNbHYIO Ae6EeTOBYIO KapTy ANa nnatexemn
B UHTEPHETE N KNaauTe Ha HeEEe HYXXHYIO CyMMY nepen onnaTon

Bcerga npoBepsante agpeca 3/1EKTPOHHOM MOYTbl U CAUTOB —
OHW MOTYT OT/INYATLCA OT OpmLMaNbHbIX NULLb MAapPo CUMBOJIOB

He nepexogute no ccbinkaMm OT HE3HAKOMLIEB —
cpa3y yaananTe COMHUTENbHbIE COOBLLIEHNSA

Hnkomy He coobLuiante CBOU NepcoHanbHble gaHHbIE

MonpobHee o npasBuniax
KnbeprurmeHbol e ®uHaHcoBas
ymuTanTe Ha fincult.info KynbTypa



BUPYCDbI:

« OTKPbIBAIOT YAANIEHHbIA AOCTYN K BalleMy YCTPOMNCTBY
« KPAAYT NOrMHbI U NAPO/IN OT OHNANH- U MOOUNBHOIro 6aHKa
« NepexBaTbIBalOT CEKPETHbIE KOAbl U3 COOOLLEHUN

3anony4mB 3TU AaHHble, KUOeprnpecTYNHUNKH

@ baHK Poccum

KAK SALLIUTUTD
CBOUTALDXETDbI OT BUPYCOB

MOTryT MOXUTUTb BCE AEHbI'N C BalUUX CHETOB /\ D

KAK NMOHATD,

YTO YCTPOUCTBO 3APAXXEHO?

UTO AOEJIATD,

ECJZI HA YCTPOUCTBE BUPYC?

KAK SALLUTUTD

YCTPOUCTBO OT BUPYCOB?

3aBucaeT, nepesarpyXaeTtcs Uin oTK/o4aeTCcs
CamMo 3aBepLuaeT paboTy NPUNOXKEHUA
MokasbiBaeT BCMN/bIBalOLWMEe OKHaA

TepseT o6beM NamMAaATH

NMo3BoHUTe B 6aHK 1 nonpocute 3abnokuposaTtb A4OCTYN
K OHNauH- U MOOUNbHOMY GaHKy U BCE KapTbl, KOTOpbIE
UCNO/Mb30BasiM Ha YCTPOUCTBE

O6patutecb B CEPBUCHbIN LIEHTP, YTOObI BbI/TIEYNTb ragXeT

NMepeBbinycTUTE KapThl, CMEHUTE JZIOrMH U Napo/ib
OT OHN1aH-6aHKa N 3aHOBO YCTAaHOBUTE 6AHKOBCKOE NpPUioXeHue

Mcnonb3ynte aHTUBUPYC U PerynapHo ero obHoBnsunute

He nepexoauTe no ccbi/ikam OT HE3HAKOMLEB, He yCTaHaB/uBaTe
NporpaMmbl Mo UX Npocbbe U He UCMONb3YNTe YyXue hreLKu

CkauyumBaunTe NpUNOXeEHUS TONMbKO U3 NPOBEPEHHbIX UCTOYHUKOB
O6HoOBNANTE OMNMEepPaLMOHHYIO CUCTEMY YCTPOMNCTBA

Us6erante obwenoctynHbix Wi-Fi-ceTen

Moapo6Hee O 3alMTe rafXeToB ®duHaHcoBas
yuTanTe Ha fincult.info KyJnibTypa



